
POLICY

Safe and Supportive Environment: Behaviour
CYBER SAFETY

This policy addresses issues in relation to:
Safe and Supportive Environment – Student Welfare 3.6.2

The College’s policies, which are made from time to time, are made pursuant to the registration requirements
as detailed by the NSW Education Standards Authority (NESA) and any appropriate legislation as an

Independent School in NSW.

PURPOSE

Cyber safety refers to time allocated to use of the internet (and incorporates issues of
gaming addiction). This includes the issues of safety around the internet - cyber
bullying, identity theft, sexting etc.

With the rapid development of technology students are exposed to a wide range of
connected electronic devices such as laptops, tablets and smartphones. Through these
devices, they have instant access to the internet. These devices are recognized as
beneficial educational tools. However, some students are spending large amounts of
time using electronic devices and in some cases this leads to reduced time dedicated to
sleep, study, class work, family communication and outdoor activity. It can impact
students’ relationships as trust issues develop if students lie to parents about the nature
and quantity of their usage.

In addition there are a number of safety issues on the internet which pose threats to
students’ emotional lives and thus their academic lives. Some students are involved in
cyber bullying either as perpetrators or as victims. Some students are unaware of safety
issues surrounding their digital footprint and are thus at risk of a range of possible
problems such as identity theft and sexual predators.

To meet the changing nature of technology and to ensure that students, parents and
staff need to be informed and aware of the risks attached to overuse and unsafe use of
the internet. It is also important to educate students so that they are able to make
educated choices regarding these risks

Aims
1. To implement and maintain a whole college approach to address the problem of

cyber safety.
2. To make students aware of the safety issues regarding the internet, gaming,

social networking.
3. To inform students about the negative consequences that can result from the

misuse of the internet
4. To empower students to take ownership of and responsibility for their usage and

habits.
5. To educate teachers about their role in ensuring that students are using the

internet responsibly and safely.
6. To support parents in their efforts to ensure that their child/ren are using the

internet responsibly and safely.
7. To identify those at most risk and provide them with specific support from a

range of support mechanisms.
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PROCEDURE

● Staff, students and parents to adhere to the college computer use policy.
● Provide students with relevant skills and strategies to use computers effectively

& with a high level of digital literacy.
● Equip students with relevant skills and strategies to manage computer overuse

and/or addiction.
● Educate students about cyberbullying and other unacceptable behaviours.
● Educating students about risks concerning internet use & online privacy (release

of personal details; photos; sexual predators etc)
● Provide students with effective strategies to protect their digital identity
● Promote responsible/appropriate digital etiquette
● Staff to be proactive in enforcing appropriate computer use in classroom.
● Staff to recognize that all incidents of bullying are unacceptable and to be

proactive in addressing their issue
● Use surveys and other feedback tools to respond to issues in a timely manner

Staff:
● To ensure ongoing communication between staff, parents, students and

relevant welfare agencies is open and productive.
● To produce and keep updated material to distribute to parents.
● To regularly engage in questionnaires to gauge the severity of the problems and

to set targets for work in this area.
● To determine what strategies can assist teachers and to use Professional

Development Days to disseminate this.
● To develop and regularly update an cyber education program as part of our

whole college program.
● To ensure that parents and students with concerns are referred to counselling.

Students:
● All students will be made aware of Central Coast Sports College expectations

regarding computer usage and cyber safety.
● All students will develop an understanding that there are rights/ responsibilities

which accompany the correct use of the internet and consequences which
accompany the misuse of the internet.

● All students will participate in programs to raise awareness about responsible
use of ICT.

● All students and their parents will verify their understanding and abide by the
IFS Technology Agreement.

Contact Information for the College Community when advice or support is needed
in relation to cyber bullying:

● School Liaison Police: Senior Constable Rebecca Armitage
Phone: 02 43235530
Email: armi1reb@police.nsw.gov.au

● Kids Helpline on 1800 55 1800
For Access to counsellor, online safety or cyberbullying
Kids Helpline also offer counselling via email and web counselling
http://www.kidshelp.com.au

● Bullying: No Way
www.bullyingnoway.gov.au
A website based resources for parents, students, schools and the community

2
V1.3 May 2019

Disclaimer: Hardcopies of this document are considered uncontrolled. Please refer to CCSC Shared Drive for the latest version. This document is
confidential and forms part of Central Coast Sports College Ltd policy and guidelines documentation.

http://www.kidshelp.com.au
http://www.bullyingnoway.gov.au


● CyberSmart
http://www.cybersmart.gov.au/About%20Cybersmart/Online%20help%20and%20
reporting.aspx?sc_device=default
Information on dealing with cyberbullying.

● Esafety Commissioner
https://www.esafety.gov.au/
Resources and inforamtion

Date of Next Review: May 2020 or earlier where amendments in legislation require immediate policy reviews

Version # Date Approved Author Purpose/Changes

1.0 Jan 2015 L. Roberts Original document

1.1 Sept 2016 M. Trew Formatting Updates

1.2 March 2018 P. Chapman Annual Review

1.3 May 2019 P. Chapman Annual Review

1.4 November 2022 M.Brown Review and edits
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